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Hi Damon,
Good to meet on Friday.

We talked about how to provided authenticated encryption. The idea AES cipher mode would be GCM:

1) Introduction
http://en.wikipedia.org/wiki/Galois/Counter_Mode
Galois/Counter Mode (GCM) is a mode of operation for symmetric key cryptographic block ciphers that has been widely adopted because of its efficiency and performance. GCM throughput rates for state of the art, high speed communication channels can be achieved with reasonable hardware resources.[1] It is an authenticated encryption algorithm designed to provide both data authenticity (integrity) and confidentiality. GCM is defined for block ciphers with a block size of 128 bits. Galois Message Authentication Code (GMAC) is an authentication-only variant of the GCM which can be used as an incremental message authentication code. Both GCM and GMAC can accept initialization vectors of arbitrary length.
Different block cipher modes of operation can have significantly different performance and efficiency characteristics, even when used with the same block cipher. GCM can take full advantage of parallel processing, and an implementation can make efficient use of an instruction pipeline or a hardware pipeline. In contrast, the cipher block chaining (CBC) mode of operation incurs significant pipeline stalls that hamper its efficiency and performance.
2) NIST Standard
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf

This Recommendation specifies the Galois/Counter Mode (GCM), an algorithm for authenticated encryption with associated data, and its specialization, GMAC, for generating a message authentication code (MAC) on data that is not encrypted. GCM and GMAC are modes of operation for an underlying approved symmetric key block cipher. 
3) Test vectors
Known good data to verify any implementation. I would also test interoperability with a 'standard' platform, e.g. OpenSSL, e.g. See http://wiki.openssl.org/index.php/Command_Line_Utilities
http://csrc.nist.gov/groups/STM/cavp/#07

GCM Test Vectors - These files provide an electronic version of the test vectors that can be used to informally verify the correctness of a GCM algorithm implementation using the GCMVS. However, use of these vectors does not take the place of validation obtained through the Cryptographic Algorithm Validation Program (CAVP).
GCM Test Vectors
4) Theoretical background
Attached is a copy of lecture notes from Dan Boneh's crypto MOOC
5) E.g. Arduino crypto stacks
I'm not familiar with these implementations, but they look promising:

https://cryptojedi.org/crypto/
Cache-timing resistant AES-GCM for 64-bit Intel processors
Emilia Käsper implemented very fast and cache-timing-attack resistant AES in counter mode. I ported this code to qhasm and we jointly implemented AES-GCM based on this fast AES code. For details of the implementation please refer to the paper "Faster and Timing-Attack Resistant AES-GCM". The code follows the eSTREAM API, the following versions are avaible:
AES-CTR, constant-time key setup,
AES-CTR, non-constant-time key setup,
AES-GCM, constant time,
AES-GCM, fast (not constant time).
The assembly versions of the code are available on Emilia's website. The qhasm version uses macros, so you will need maq, a preprocessor for qhasm, to rebuild the code (the resulting assembly file is included). You will furthermore need an extended AMD64 machine-description file for qhasm, it just goes to the qhasm directory.


There are some other references on Google, which might be worth checking out.

--
I hope that helps. Good luck with the project. Happy to be a sounding board.

Kind regards,
Paul

Dr Paul Galwas
Security Architect

